DEPARTMENT OF THE ARMY
Vacancy Announcement Number: WTST04970862A

Changes to the Job Announcement: N/A

Opening Date: August 16, 2004 (23I05|ng Date: September 07,
004

Position: Information Technology Specialist, GG-2210-12

Salary: $58,189 - $75,643 Annual

Place of Work: U.S. Army Intelligence & Security Command, 1st Information Operations
: Command, Fort Belvoir, VA - Duty Station: Mannheim, Germany

Position Status: This is a Permanent position. -- Full Time

Number of Vacancy:1

Click on links for more information

Duties: Serves as IT Current Operations Team Leader/Network Security Analyst for the Army Land
Information Warfare Regional Computer Emergency Response Team (RCERT). Identifies and
supports theater Information Systems Security certification and accreditation issues. Provides
support and technical expertise to the theater commands constituency on hardware/software required
for regulatory compliance. Develops software security tools to monitor/analyze unauthorized activity
on servers/networks. Responsible for software evaluations, configurations and quality assurance for
developed security software modules. Manages contract support staff. Designs automated tools for
incident response. Resolves computer emergency problems. Responds to network/system breaches
(actual or attempted intrusion, computer viruses, worms, Trojan horses, etc.). Performs on-site or
remote diagnostic and troubleshooting on systems. Conducts and/or oversees Vulnerability
Assessment Certification for staff and constituency.

Who May Apply:

e All U.S. Citizens

e Amended Announcement: Applicants who previously applied for Announcement Number
WTEJ04970862 need to reapply to be considered.

Qualifications: Click on link below to view qualification standard.

General Schedule

e Applicants claiming Veterans Preference must submit required paperwork at the time of selection.
Temporary duty to worldwide locations may be required up to 20% of the time. Shift work may be
required during contingency operations. Specialized experience is knowledge of state-of-the-art
computer standards, network design, operating systems, interfacing requirements, software
applications and computer techniques, requirements, methods and hardware; system administration
functions for AIS; evaluate the need for threat and vulnerability assessments, systems change
proposals, etc.; the design of AIS security policies and specific systems security programs using a
comprehensive, integrated and systematic application of multiple automation security disciplines;
and the ability to conduct research and determine the need for and develop requests for exceptions to
automation security policies.




e GS-12 and above: One year of experience directly related to the occupation and equivalent to at
least the next lower grade level. There is no substitution of education for experience at this level.

e The experience described in your resume will be evaluated as related to the qualifications,
knowledge, skills and abilities required for this job.

e One year of experience in the same or similar work equivalent to at least the next lower grade or
level requiring application of the knowledge, skills, and abilities of the position being filled.

Other Information:

e Selection is subject to restrictions resulting from Department of Defense referral system for
displaced employees.

e May require shift work and/or work on rotating shifts to provide coverage on evenings, weekends,
holidays and in other situations.

e On this overseas accompanied tour, medical and DoDDS special education services may not be
available in the immediate location of this position.

e Candidates initially selected from the U.S. may be eligible for certain foreign area benefits.

o Stateside applicants and overseas applicants outside the overseas command who are selected
through a formal competitive recruitment program for a position in the overseas area will be offered
pay retention if their pay would be otherwise reduced when selected for a lower graded position.

e Locality pay does not apply in the overseas area.

e Applicants must comply with the Exceptional Family Member Program requirements.

e Permanent Change of Station (PCS) expenses will be authorized.

Other Requirements:

e Must be able to obtain and maintain a Secret security clearance.

e You will be required to provide proof of U.S. Citizenship.

e Male applicants born after December 31, 1959 must complete a Pre-Employment Certification
Statement for Selective Service Registration.

e Direct Deposit of Pay is Required.

e DCIPS Excepted Position.

How to Apply: (Click on How to Apply)
e Self-nomination must be submitted by the closing date.
e Resume must be on file in our centralized database.

If your resume is currently in our central database, you may click here to Self Nominate

Click here to use the Army Resume Builder to create your resume. Follow the instructions in this
vacancy announcement to apply for the job.

Point of Contact: WCPOC, RESUMIX-WEST@CPOCWCP.HUA.ARMY.MIL

THE ARMY IS AN EQUAL OPPORTUNITY EMPLOYER




